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Hybrid Workforce

Data Center
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75%

Active Vendor Consolidation

SOURCE 3: 

2022 Gartner CISO Survey and infographics

125+

Distributed Applications

SOURCE 2: 

2022 Gartner: Market Guide for SaaS 

Management Platforms

Market Trends

84%

Hybrid Workforce

SOURCE 1: 

2023 Forbes Remote Work Trends  
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VPN

Current Technology Requires Transformation  

Data 

Center

Routing Public Cloud

Private Cloud 

Internet

SaaS

Connecting to Office Network

Lack of application steering.

MPLS lock-in

Direct Internet Access is not secure

Branch, 
Campus

Factory

Remote 
Users

Coffee 
Shop Low visibility and control for data

User Experience Challenges 

Implicit access to all applications

Direct Internet Access

No Security Enforcement
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Never Trust, Always Verify for resource protection  

Zero Trust Mindset

Grants network access only after 

identity is authenticated and 

authorized

Limits network access only to 

necessary resources/applications

Continuously adjusts network 

access in near real time, based on 

device/user context
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Capabilities

Outcome

Architecture

Mindset 

Secure Access Service Edge (SASE)

End-to-End Digital Experience with Secure Access

Analyst Recommends SASE for Secure Access 

On-Prem 
Connectivity

SSE

Cloud-Delivered 
Protection

Zero Trust Security Posture

SASE

+=

SD-WAN

By 2026 – 85% of organizations will adopt SSE offering – Gartner SSE MQ 2024
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Hybrid Approach to SASE with Consistent Protection 

Cloud SASE POPs

Remote Users

Software Agent 

Unified FortiClient

OT/Factory

Agent-less

Branch/Campus

Local SASE PoP

FortiGate SD-WAN

Micro Branch

Hardware Agent

FortiAP Wireless LAN

CASB, DLP

SWG

ZTNA, Identity

Protect against 

malicious sites and 

ransomware

Enforce SaaS 

compliance

Private cloud access

FWaaS

Advanced threat 

detection

Secure SD-WAN

Public Cloud

Data 

Center

Private Cloud 

Customer Responsibility

%

Internet

SaaS
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Unified SASE Use Cases 

Transitioning from MPLS to Broadband via     

SD-WAN reduces cost and enhance application 

performance. 

Clear ROI, Controller-less, Convergence

Secure SD-WAN for Branch 

and Campus

Enable secure web browsing for remote users to 

protect from known and unknown threats

AI-Powered Security, Unified Agent,

Unified Management

Secure Internet Access for 

Remote Users

Explicit application access under a zero-trust 

mindset to ensure secure application access

Real-time Monitoring, Universal Enforcement, 

Upgrade Remote Access for 

Private Applications 

Deploy and manage Access point with SASE and 

enable secure access for users and unmanaged 

devices

Industry’s Only, Secure Access, Flexible 

Connectivity

Thin Edge for Secure Access 

Address Shadow IT visibility challenges by 

deploying SaaS application control and 

safeguard data loss prevention

Unified Management, Data Protection

SaaS Control and Data 

Protection 



Fortinet SASE Solution 
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FortiSASE – Cloud Delivered Security Service Edge  
Secure access for the hybrid workforce

Zero Trust Security Posture

Secure SD-WAN Network

Unified     
Management

CASB

DLP

SWG 

FWaaS 

ZTNA 

Digital
Experience 
Monitoring

U
ser Exp
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App
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AI-powered 
security

Secure SaaS 
Access

Secure Internet 
Access

Secure Private 
Access

Secure Private 
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FortiSASE – One Console for Management and Visibility

FortiSASE Unified Management

Centralized Control
Control and configure all FortiSASE 

components 

(SWG, FWaaS, ZTNA, CASB, DLP)

Enhanced Visibility and Monitoring

Reporting, Analytics, Digital Experience 

Monitoring

Single Console
Single pane for Internet and Private Access



Use cases
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For Remote Users, Thin Edge and Branch Locations

Secure Internet Access

Safe browsing from anywhere

AI Powered Security Services

Best in class security efficacy and zero-day threat 

protection with AI powered FortiGuard Security Services

Malware & Ransomware prevention

Prevent threats with cloud-based Firewall, IPS, Web 

Filtering, Anti-virus, DNS and File Filtering, Sandbox

Deep SSL Inspection of end-user activity

Deep inspection of web activity for threats, 

even when using secured HTTPS access

© Fortinet Inc. All Rights Reserved.

Agentless

FortiClient

Agent

Thin Edge

FortiAP / 
FortiExtender

SWG, 

FWaaS

Internet
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Secure Internet Access – Threat Protection 

© Fortinet Inc. All Rights Reserved.

z

1

Simplified FOS 

Security from 

single pane

1

2

2 Default profiles 

available for fast 

consumption

3

3 Web and Private 

App visibility

4
4 Security profiles 

can be customized
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Secure corporate app access

Universal Zero-trust Network Access

User identity and device context-based zero-trust access 

to explicit applications from remote or on-prem location

Secure Cloud & datacenter app access

Secure anywhere access to corporate applications in 

datacenter and cloud with deep security inspection

SD-WAN integration

Superior user experience with full integration 

with Fortinet SD-WAN architecture

With ZTNA and SD-WAN integration

Secure Private Access

15© Fortinet Inc. All Rights Reserved.

Data Center

Agentless

FortiClient

Agent

Thin Edge

FortiAP / 
FortiExtender

Zero Trust 
Security Posture

SD-WAN hub

SD-WAN
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Secure Private Access with ZTNA

Cloud delivered ZTNA with FortiSASE

User identity and device posture 

validated for access from anywhere

Granular and explicit application  

access per-session

Continuous device posture 

re-assessment 

16

Data Center

FortiClient

Agent

ZTNA

Zero Trust 
Security Posture

ZTNA 

Application

Gateway

Encrypted Data Traffic

Control Traffic
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Zero Trust security for secure application access

z

SPA policies 

defined with

ZTNA tags

1

ZTNA tag rules 

supported for 

multiple OS's

2

1

1

2
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With seamless SD-WAN integration

Secure Private Access

SD-WAN Private Access

SD-WAN Integration with existing SD-WAN 

Hub from any SASE PoP

Fast access to applications using SD-WAN 

from SASE PoP to SD-WAN Hub

Broader app support

(UDP-based VoIP, video, UC)
Data Center

Agentless

FortiClient

Agent

Thin Edge

FortiAP / 
FortiExtender

Zero Trust 
Security Posture

SD-WAN hub

SD-WAN

Integration



19© Fortinet Inc. All Rights Reserved.

Bridge to securely connect remote users to their private applications

FortiSASE Secure Private Access

Filter by Edges
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For Visibility and Control

Secure SaaS Access

Secure Access to Cloud apps and files

Deep control & view of apps content
Control over app content and files with 

API-based CASB for enhanced security 

and threat detection

Cloud App Access Control
Safe Cloud Application access and blocking 

of malicious apps with in-line CASB feature, 

including Zero Trust posture checks

Unified agent for anywhere detection

FortiClient Agent covers all the use-cases 

from SASE, Zero-trust, SaaS security, 

and End-Point Protection

Agentless

FortiClient

Agent

Thin Edge

FortiAP / 
FortiExtender

Inline-CASB, 

API-CASB, 

DLP

Zero Trust 
Security Posture
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Inline CASB capabilities

• Application status

• Activity history

• Risk statistics

• Highest risk users, files, 

triggered policies & countries

• Risk/usage trends
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Example: O365 Summary Over Past 90 Days

Documents profiled as per Risk Users profiled as per Risk Activities profiled as per Risk

Alerts & Trends Policy Violations
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Filtering based on Risk score or app type Risk score vs user breakdown

Shadow IT: Application List
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Built-in Data Leakage Protection (DLP)

Comprehensive Data Security

Data Protection with FortiSASE

Identification, monitoring and protection 

of organization’s data—At rest and

in motion

Predefined sensors and dictionaries 

Support for granular policies to

meet data protection requirements with

tailored reporting

FortiGuard AI-powered DLP feeds 

Supports 500+ pre-defined data patterns

updated frequently for new patterns
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Industry’s First – Wireless LAN integration with SASE

Secure Thin Edge Connectivity

Secure Thin Edge Access

Cloud delivered Management 

Cloud delivered management of FortiAP and 

FortiExtender with zero-touch provisioning support

Cloud delivered AI-powered Security

Secure thin edge locations that don’t have on-prem 

firewall to block ransomware and malware

Secure Agentless Access from IoT

Secure access using built-in hardware agent in 

FortiAP and FortiExtender without any client agents. 

s
© Fortinet Inc. All Rights Reserved.

Thin Edge

FortiAP / 
FortiExtender

FortiSASE

Data 

Center
NGFW

Internet



26© Fortinet Inc. All Rights Reserved.

FortiSASE Cloud Delivered Management for Thin Edge
Streamlined Management

Single pane to manage

Sunnyvale-AP extending to SASE PoP



Advanced features
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Comprehensive visibility | Metrics and alerts correlation | Proactive response

End-to-End Digital Experience Monitoring

Real-time metrics 

(Jitter, latency, 

packet loss, MOS)

Detailed list of 

SaaS applications 

monitored

Endpoint device usage

(CPU, memory,

Disk usage, Wi-fi strength) 

End user device 

metrics, hop by hop 

analysis
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Say No to False Positives!
24x7 Human based Monitoring and analysis

with weekly summary reports, alerts and 

notifications

Respond: Act Fast
Fortinet security experts notify within 15 mins 

– IOCs, remediation, why and what

Improve: Maximize Investment
Cloud-based portal with intuitive dashboards, 

on-demand reports and quarterly Fortinet 

expert meetings

SOC As a Service integration with FortiSASE

Seamless integration
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Security – FortiGuard Forensics

▪ Leverage FortiGuard Forensics 

service to investigate potentially 

compromised endpoints

▪ Submit Endpoints for analysis directly 

from the FortiSASE portal

▪ FortiGuard Forensics Team will 

analyze and provide verdict & details 

report on findings



Business outcomes & Benefits
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Secure Access to Any Application for Any User 

Unified SASEUNIFIED SECURE ACCESS FOR HYBRID WORKERS

CONSISTENT SECURITY

Reducing Cost 

Eliminated gaps in security for remote users by 

providing same level of security as in office

Reduced TCO and simplified operations using 

single console to centrally manage all components

Reduction in man hours for 

operations with consistent security

The Fortinet secure access service edge (SASE) solution enables secure access to the web, cloud, and applications for 

the hybrid workforce, while simplifying operations and universal Zero Trust 

50%

68% Reduction in TCO with consolidation

Public 
Cloud

Private 
Cloud 

Internet

SaaS

Branch, 
Campus

OT

Remote 
Users

Micro 
Branch

FortiGate 

SD-WAN

FortiSASE

SSE

Unified SASE Secures Access and Protects 

Networks, Applications, and Data On Any Cloud

BETTER USER EXPERIENCE
Improved user and guest experience with 

accessing applications
10x Improvement in performance
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Why Fortinet Unified SASE?

FortiOS Powered
Convergence

1

FortiOS

AI / ML Driven 

FortiGuard Security

2

AI-Security  

Flexible Security

Flexible deployment

Flexible locations

Agentless/Agent

4

Simplicity

3

Unified agent

Single console

SOCaaS / DEM

Simplifying Operations 
and Cost Savings 

Consistent Security Posture Better User Experience
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SASE & ZTNA are Facts:
Read Docs, start now

Talk with us or with your Partner: 
It’s time to move. SASE is easy
 but ZTNA needs time!

Seeing is believing 
See a Demo

3

2

1

Why now, next Steps
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