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Zugang erlauben
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CISO als Kénig des Zero Trust Netzwerks

Was ist Zero Trust Netzwerk Zugriff
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Micro-Segmentation

Device gets access to what it needs,
nothing more.

Unified policy
@ Device gets same level of access, over
LAN, WLAN & SD-WAN

@ Always Verify

Users & Devices are never trusted



Rollenbasierte Zugriffe

Basis von Zero-Trust Netzwerk Zugriffen
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HTTPS === Role ENGINEER
CamRed App === Role CAMERA
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Wer sorgt fur die Umsetzung

Hardware Sicherheits-Moglichkeiten
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Gateway

Deep Packet Inspection (L7 visibility) I
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HTTPS === Role ENGINEER
CamRed App === Role CAMERA
Stream === Host App Server

: All Traffic ===y All Destinations
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Enforce it!

The Superhero way, Dynamic Segmentation

Corporate Network
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Enforce it!

The Team way, NetConductor

Corporate Network
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Enforce it!

The Team way, NetConductor

Corporate Network

Mobility
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Enforce it!

5
D CAM.Red
Secure SD-WAN by Edge Connect
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Beispiel Reaktion

Zusammenarbeit mit MS Defender
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Kann ich so einer Infrastruktur vertrauen?
Es ist eine der sichersten auf dem Markt...

U.S. Department of Defense

* X ok
* * = N . .
* GDPR ~ “#%Common Criteria
- -

* o4 K

13






“If the enemy leaves a door open,
you must rush in.”

Sun Tzu, 500 v. Chr.
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Rules for work @ Everywhere
Secure Service Edge (SSE)

ENGINEER

CamRed App

Protect CamRed
Intellectual Property




Enforce it!
The Superhero way, VIA IPSec Full-Tunnel WWW

Corporate Network
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Enforce it!
The Superhero way, VIA IPSec Split-Tunnel WWW
Corporate Network
Gateway :
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Enforce it!

The smart way, Axis Security SSE WWW

Corporate Network

Best Pop—B

@ any cloud
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Is it all about Aruba?

No, we have a rich ecosystem
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SECURITY IN M '
DATA CENTEREW||

Firewall Throughput
100s - 1000s Gbps




Segmentation in DC

Different Customers on our Racks
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Segmentation in DC
Wherea Firewall can’t help

Different Customers
on the same Network
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All you'need is the CX10K
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Encryption between DCs

All you need’is the CX10K
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HPE networking =

netskope
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W|e machen wir lhre Firma
' sicherer?

Kommen Sie auf mich zu..
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