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https://www.gartner.com/en/newsroom/press-releases/2021-05-17-gartner-forecasts-worldwide-security-and-risk-managem

THE LEADER IN SECURITY OPERATIONS

Ending Cyber Risk

RISIKOMINIMIERUNG

GESAMTRISIKDO
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Secu rity 0 pe ratio ns Angestrebtes Sicherheitslevel -

Arctic Wolf Security Operations -

WIDERSTANDS-
FAHIGKEIT

Proaktiv
Konform (ISO etc)

Versicherbar

Die meisten Firmen sind hier

Q

0P
o ARCTIC
G(E ERWEITERTE WOLF
El VERTEIDIGUNG
== PERIMETER Endpoint (NGAV, EDR)
SPAM / Web Filters Anti-DDoS / IPS / CASB

Passworter / AD
Patch Management WAF / Proxy

Backups
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Arctic Wolf Security Operations e

We Make Security Work

247

In deutsch

6,000+

Kunden

5 5.1+ 3.5M+

Datacenter Milliarden aktive Agenten and
weltweit Logzeilen pro 25,000+ Sensoren
Tag

Arctic Wolf Security Observations
Global Emails Sent
Google Searches

0 100B 200B
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THE LEADER IN SECURITY OPERATIONS
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THE LEADER IN SECURITY OPERATIONS

Arctic Wolf Security Operations e

Lz %;/ 2 YW
We Make Security Work o |
€ viake oecurity vvor p 7 iy, P
6,000+  24x7 700+ . N -
% ..g':;;,-, 7 . g ,;//”/i“’»(';,;»
Kunden In deutsch Security Engineers /;{;,,;/ - W " .
//,’;;, /@ =
S 5.1+ 3.5M+ 12M+ 600+
Datacenter Milliarden aktive Agenten and Schwachstellen Incident \ e
weltweit Logzeilen pro 25,000+ Sensoren werden pro Response Fille 0
Tag Woche pro Jahr )
identifiziert
: Gartner
100 & cooL
WINNER & VENDOR
* X %
' DSGVC
500 % konform %
Fast 500 * 4 Kk
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THE LEADER IN SECURITY OPERATIONS

@ ARCTIC WOLF
oARK WEB. Security Operations Cloud

MANAGED MANAGED

DETECTION MANAGED SECURITY INCIDENT
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THE LEADER IN SECURITY OPERATIONS

Cyberattacke via Cloud & Identity

-

|
Firewall
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THE LEADER IN SECURITY OPERATIONS

ARCTIC

& @ O

Kl und Data Science Threat Intelligence Detection & Security Posture
und Security Response Engineering
Research Engineering
KUNDE 1

W /\ N* KUNDE 2

SCHWARMINTELLIGENZ VON 6000+ Kunden
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THE LEADER IN SECURITY OPERATIONS

Arctic Wolf Security Operation Teams

Das Triage Security
Team uberwacht ihre
Umgebung 24x7 um
Angriffe zu
indentifizieren und Sie
bei der Behebung
unterstutzen

©2023 Arctic Wolf Networks, Inc. All rights reserved. Confidential

~ Das Concierge

Security® Team
entwickelt eine auf Sie
angepasst Security
Journey, um ihren
Schutz kontinuierlich zu
verbessern.



THE LEADER IN SECURITY OPERATIONS

AW Security Operations Workflow

©2023 Arctic Wolf Networks, Inc. All rights reserved. | Classification: Public A



THE LEADER IN SECURITY OPERATIONS

Arctic Wolf Security Journey Onboardng Team & (@) GST una e

T Phase 1 | Phase 2 Phase 3
Onboarding i Die ersten 90 Tage
Ca. 30 Tage # Go Live Dauerzustand

Das Concierge Security Team startet die

Erbracht durch das Onboarding Team oL
Zusammenarbeit mit dem Kunden

* Projekt Kick Off & Technical Kick Off

» Vorstellung des Portals

Kontinuierlicher Zugriff auf

Meetings alle vier Wochen das Concierge Security Team

Triage Team Ubernimmt 24/7 Monitoring

» Sensoren werden verschickt o ) )
+ Unlimitierte ,Guided Incident Response* #1 #2 #3 #..
|

» Konfiguration der Log-Quellen, ausrollen
des Agenten

Security Journey -4 Regelméssige Termine

Services (z.B. AD)

|
l | Monatlich Externe l
. .. | Vulnerability Assessments Security Bulletins &
, Uberpriifung von : und Account TakeOver Threat Hunting bei
: * Log-Quellen : Analyse Mega Events
1 . 1
SLO (critical incident): : » Firewalls :
) , . . . : ,
- Outbound Response 30min | peemsurtty Active Directory |
- Inbound Response 5min | Kundenumgebung * Endgerate ! SPiDRs (Security Posture in
| ® | Depth Reviews)
1 1
. ! . . , .
Solutions Agreement and Terms: | Koo Finetuning der Angepasstfirjeden Kunden Reporting
. . . ennenlernen, | + Bewertung — Licken/Risken
https://arcticwolf.com/terms/ | Businessprozesse i R
i verstehen : » Konfigurations-Checks —
| |
| |

. . I , * Best Practice — Empfehlungen A
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Arctic Wolf Security Operations

SE

O~0

Arctic Wolf Triage Team
Die Arctic Wolf-Plattform sammelt Ein 24x7-Team von
alle Telemetriedaten in der Cloud Sicherheitsexperten, die von der
zur Speicherung, Anreicherung Arctic Wolf-Plattform generierte
und Analyse. Sie deckt die Alarme untersuchen. Dieses Team
Bereiche Endpunkt, Netzwerk, bietet taktische Unterstutzung und
Cloud, Anwendungen, Identitat Anleitung fur Sie wahrend
und menschliche Angriffsflachen Sicherheitsereignissen.

ab.

O
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THE LEADER IN SECURITY OPERATIONS

Arctic Wolf CST

Das Concierge Security Team erarbeitet
mit Ihnen zusammen ein
Sicherheitskonzept, dass den Zielen des
Unternehmens entspricht und
gleichzeitig Moglichkeiten aufzeigt, die
Sicherheitslage im Laufe der Zeit zu
verbessern.

O



THE LEADER IN SECURITY OPERATIONS

Arctic Wolf vs. Standard MDR

Arctic Wolf ist mehr als Managed Detection & Response

« 24x7x365 aus Deutschland von deutschen Experten
» Alle Logs werden DSGVO-konform gespeichert

» Breiteste Visibilitat — Herstellerunabhanige Auswertung aller relevanten Logs
AD, DNS, DHCP, Firewall, Endgeréte, IDS fiir Internet-Traffic und Cloud-Komponenten (laaS, SaaS)
DarkWeb Scanning & External Vulnerability Assessments

« Concierge Security Team : Zugriff auf zwei Security-Consultants, die Ihnen strategisch
zur Seite stehen und den Service auf lhre Bedurfnisse anpassen

« Schwarmintelligenz von >6000 Kunden

* IndustriefUhrenden SLA von <30 Minuten fur Identifikation, Analyse und detaillierte
Losungsbeschreibung

- Flatrate - Einfaches, verstandliches und planbares Preismodel

d l‘
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Arctic Wolf Platform

Ransomware Attack — Local Government

05:23

Source: Active Directory

[USER1] user account begins
logging into multiple systems

. Arctic Wolf Triage Team

. Customer

05:28 *
Investigation Triggered

+ C2 traffic is correlated with
PowerShell Empire activity on
[SERVERI1]

+ The incident is escalated to Triage
Team Level 3 forensics dashboard
with Urgent status

@ csr

05:48

Incident Ticketed

Investigation concludes and Triage Team contacts customer with a CSV detailing the C2
traffic as well as logins which preceded these connections. Gives recommendation to:

» Contain the device / disconnect from network <
» Change passwords for the [USER1] accounts / Service accounts

* Run AV scan on endpoints

Q

Source: Arctic Wolf Sensor

HTTP header information
containing outbound
communication with
XX.XxX.230.236 detected,
possible C2

Suspected PowerShell Empire
activity detected on [SERVER1]

05:26

©2023 Arctic Wolf Networks, Inc. All rights reserved. Restricted

Investigation Starts

Triage team begins investigation
and finds activity within Active
Directory logs of [USER1] user
logging into many systems in a
short amount of time.

Confirms network and PS Empire
alerts are a true positive and
assess scope of attack

e 05:29

Remediation

Customer responds
that the device has
been contained
and passwords
reset

06:13

)D—O Security Journey

CST works with customer to identify
areas of improvement for their
security posture:

» Implement principle of least
privilege for remote tools

» Geofence firewalls

* Enable MFA
» Setup GPO to block use of
PowerShell

» Install Arctic Wolf Agent with
Sysmon on all machines



THE LEADER IN SECURITY OPERATIONS

What Do Sensors Do?
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THE LEADER IN SECURITY OPERATIONS

What Do Agents Do?

Agent @

Asset Info
Operational Metrics
Managed Containment A
Sysmon Integration m ,/| |
Endpoint Threat Detection ¢@
—Ir
ili Remote

Vulnerability Assessment
Security Controls Benchmarking  Worker

S Suitch \ ARCTIC
[ i ] Switch m
Comp.uters\ 5 l‘ TRy / WOLF

Sensor(s) Firewall
« — Passive - Observation/IOC
* Active - Enumeration/Identification
— Relay - Consolidation/Transmitting

Mobile/IOT LIngestion

Servers

WOl A

Customer " iSOC/CST



THE LEADER IN SECURITY OPERATIONS

What Does Cloud Threat Detection Do?

Cloud Log Sources/ | IaaS '
- Sec?aIS Agent (A
-' A | UL LK
y W cisco cisco fﬁ"“) Asset Info
Umbrella AMP Operational Metrics " .
N Managed Containment
@ @ \\‘\ "‘ Sysmon Integration m /|-/| |
WEBROOT Windows Defender ATP CROWDSTRIKE cy I_’\NCE Endpomt Threat DEteCtion —_lﬁ_—
Vulnerability Assessment Remote

(i) sentineloneMimecast °kta Security Controls Benchmarking Worker

Network AR%T'C
M Switch N WOLF
N oy . g
Computers _—ll A _I'_thltlil
Sensor(s) Firewall
(( — )) » Passive - Observation/IOC

o T e Active - Enumeration/Identification
—— « Relay - Consolidation/Transmitting

Mobile/IOT Ingestion

Wireless : —
Networks @'_—_I L

Servers

OP A

Customer * iSOC/CST



THE LEADER IN SECURITY OPERATIONS

How Does The Analysis Pipeline Work?

Cloud Log Sources / |
SecaaS [

o

AMP
CROWDSTRIKE EYLANCE

]
CIsco

Umbrella

WEBRDOT Windows Defender ATP

N

IaaS

: SaaS '
! Agent (A
. gent
Office 365
':I e I 77 1 \Seset Info
salesjorce prational Metrics
. I ed Containment A
g
G Suite J on Integration m /|-/| |
hoint Threat Detection e
—Ir
Remote

ulnerability Assessment

(ih) sentnelone-MimMecast okto. Security Controls Benchmarking  Worker
Network 4 ARCTIC
| i Switch N WOLF
: \ Rt \ - — /II -
Computers —= A _I'_thltlil CRule
f Sensor(s) Firewall Stﬁa:gsul
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THE LEADER IN SECURITY OPERATIONS

Managed Detection and Response Architecture

TRIAGE TEAM CONCIERGE SECURITY® TEAM CUSTOMER
:: ............................. < ENVIRONMENTS
AWS GuardDuty,

AWS Security Hub, Flow data and IDS

d AWS CloudTrail  * CTIC (o ® £ . hD,DNS,
Sone ot s ARCTIC WOLF S s pice gy —
tzﬁnf::dsggﬁf:ﬁ' pLATFORM A AGENT
Microsoft Defender .
for Cloud, Azure AD
and Security Center

Account Takeover

DARK WEB

ARCTIC *, ARCTIC
WOLF SR . A WOLF

PORTAL (l\ LABS

¢ +  Log Search Threat Intelligence
External Vuln Scans + Data Exploration
* Vulnerability data ¢

OWASP Top-10 ,

......................................... ; 000 N ‘
() & & ) e . REMOTE
» Authentication H WORKERS
Sysmon and event logs -

Resource sharin
o Mail and file ope?ations Cu:iit aanliss:ttdata

. L ulnerability data

o API User, group permissions - 4 AGENT
= * Admin activity Config benchmarks A

YOUR SECURITY TELEMETRY

L4

o~ Containment
mx salesforce Endpoint + Gateways « NTA
a * Authentication + Proxies + DCAP
*  Firewall +  WAF * Other (SYSLOG)
a T - UM - VPN
O
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THE LEADER IN SECURITY OPERATIONS

Client HA Architecture
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THE LEADER IN SECURITY OPERATIONS

Client HA Architecture — Single Sensor

T R
- R =

High Availability Firewalls

Redundant Switch Stacks

o8 PP 0 P AR P P LT

|ua|
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SPAN/mirror A— Member 1 SPAN/mirror A — Member 2

SPAN/mirror B — Member 1 SPAN/mirror B — Member 2




THE LEADER IN SECURITY OPERATIONS

Client HA Architecture — Dual Sensors

T R
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High Availability Firewalls

Redundant Switch Stacks
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SPAN/mirror B — Member 2



	Arctic Wolf
	Foliennummer 3
	Ending Cyber Risk
	Foliennummer 6
	Arctic Wolf Security Operations
	Arctic Wolf Security Operations
	ARCTIC WOLF�Security Operations Cloud
	Cyberattacke via Cloud & Identity��
	Foliennummer 17
	Arctic Wolf Security Operation Teams
	AW Security Operations Workflow
	Foliennummer 23
	Foliennummer 26
	Arctic Wolf vs. Standard MDR
	Foliennummer 29
	What Do Sensors Do?
	What Do Agents Do?
	What Does Cloud Threat Detection Do?
	How Does The Analysis Pipeline Work?
	Managed Detection and Response Architecture
	Client HA Architecture 
	Client HA Architecture – Single Sensor  
	Client HA Architecture – Dual Sensors  

